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I. INTRODUCTION

As the result of the State budget adoption and trailer bills signed into law by the Governor,
effective July 1, 2017, several requirements and deadlines have changed that will be of interest
to school construction and business professionals. 

II. DIR PREVAILING WAGE MONITORING PROGRAM CHANGES

Effective July 1, 2017, a Small Project Exemption from public works contractor registration
was enacted.  Under the exemption, new construction, alteration, installation,  demolition or
repair projects that do not exceed $25,000 and maintenance projects that do not exceed $15,000
do not require the contractor to be registered with DIR as a public works contractor.  However,
prevailing wages must still be paid on all projects over $1,000.  Contractors on these exempt
projects need not file electronic certified payrolls  but are still required to maintain certified payroll
records on a continuous basis, and provide those records to the Labor Commissioner’s Office on
request.  

Awarding Agencies are not required to submit the notice of contract award through DIR’s
PWC-100 system on projects that fall within the small project exemption.    

Other changes:

A.  Awarding Agencies now have 30 days from contract award , but not later than the
first day in which a contractor has workers employed on the public work, to file a PWC-100 form
with DIR.

B. Annual registration fees for public works contractors have increased from $300 to
$400.

C.  The Labor Commissioner will now be able to assess penalties of up to $8,000
against public works contractors for failing to register with DIR.  Public works contractors will also
be assessed penalties of up to $10,000 for hiring unregistered subcontractors.

D. Local educational agencies will now be subject to penalties of up to $10,000, for
hiring an unregistered contractor to perform work on a public works project.
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E. Final payment due to a public works contractor must be withheld until at least 30
days after the PWC-100 form and all required information has been submitted to DIR.  If the local
educational agency makes final payment to the contractor after the 30 days and an unregistered
contractor or subcontractor is found to have worked on the project, the local educational agency
is subject to a fine of $100 for each full calendar day of noncompliance, for a period of up to 100
days ($10,000), for each unregistered contractor or subcontractor.

III. PROPOSITION 39 DEADLINES EXTENDED  

The 2017-18 enacted State Budget extended the encumbrance deadline for K-12 projects
under Proposition 39, The California Clean Energy Jobs Act, by one year to June 30, 2019.  In
response, the California Energy Commission has now extended the deadline for submittal of 
energy expenditure plans (EEPs) to January 12, 2018. This provides additional time for K-12 local
educational agencies to participate in the program and more accurately develop their EEPs as the
submittal deadline is now after the California Department of Education will announce the 2017-18
fiscal year allocations.  All EEP amendments requesting additional Proposition 39 funding must also
be submitted by January 12, 2018.

IV. School Facilities Program (SFP) Changes

A. New Audit Requirements

The passage of Budget Trailer Bill AB 99 added Ed. Code § 41024, which requires the
inclusion of School Facility Program (SFP) funding in a local educational agency’s (LEA) annual fiscal
audit.  LEAs will be required to annually provide a detailed list of all expenditures on completed
SFP projects until such time as all funds, including any savings, have been expended.  The bill also
provides details on how audit findings and financial adjustments will be handled and directs the
State Controller to include instructions in the K-12 audit guide for procedures on conducting the
audits. 

B. New Upfront Grant Agreement

In order to address concerns that LEAs had improperly used prior facility bond funds on
ineligible expenditures  the Governor, before he would allow the sale of Prop.  51 bonds,  required
assurances that all future state bond expenditures would be subject to audit and disallowed if
found to be improper under the existing statutes and regulations.  LEAs will now be required to
enter into Upfront Grant Agreement prior to receipt of funds.

On June 5, 2017 the State Allocation Board (SAB) took action to approve a revised draft
template of the Upfront Grant Agreement and conforming regulatory amendments.  The 98 page
Grant Agreement lists commonly eligible and ineligible expenditures.  The SAB also took action to
exempt projects on the Unfunded List from the Grant Agreement requirement.  The template
approved includes the following  changes from the original April draft:
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(i) It expands  eligibility to expend Prop. 51 funds on freezers, refrigerators and
exercise equipment.

(ii) It Allows districts to request project-specific guidance letters to be issued
for expenditures on unusual projects.

(iii) The Grant Agreement is required at fund release, not as a condition of
apportionment.

(iv) True Unfunded List projects are exempt; Acknowledged List projects are
not.

(v) Educational technology, including computers and printers are now an
ineligible expense.

A copy of the draft Upfront Grant Agreement can be accessed at:
www.dgs.ca.gov/opsc/Resources/GrantAgreements.aspx. 
 
C. Financial Hardship

Currently, Financial Hardship assistance is available for school districts that cannot provide
their matching share for an SFP modernization or new construction project.  As the current
regulations stand, a school district must apply and be approved for Financial Hardship status prior
to submitting an Application for Funding (Form SAB 50-04) under the SFP.  The change approved
by the SAB that is now pending in OAL will allow school districts to submit an Application for
Funding prior to getting approval of Financial Hardship status.  The school district will be required
to check a box on its application noting that the Financial Hardship approval is pending. 
Approximately 90 days before the Office of Public School Construction (OPSC) intents to process
the funding application, it will notify the school district that will then provide all of the
documentation necessary for a Financial Hardship review.

D. Projects on the Beyond Authority (aka Acknowledged) List 

As a result of action taken by the SAB at its June 28, 2017 meeting, projects on the Beyond
Authority (Acknowledged) List as well as new construction and modernization projects received
after April 1, 2017 will be required to recalculate their enrollment and SFP eligibility as of the year
their application is processed by OPSC.

V. DSA FILING FEES INCREASED 

Budget Trailer Bill AB 111 increased DSA filing fees for construction or alteration of school
buildings.  The fee will increase from 0.7% to 1.25% for the first $1Million in construction costs,
and from 0.6% to 1.0% for costs in excess of $1Million.  If the balance in the Public School Planning,
Design and Construction Review Revolving Fund exceeds six months of expenditures, the fee will
automatically decrease. 
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GUIDELINES FOR PUBLIC SCHOOL OFFICIALS IN FULFILLING 
THEIR OBLIGATIONS PURSUANT TO THE RELIGION 

CLAUSES OF THE FIRST AMENDMENT 
 
 

Presentation by Alan B. Harris 
August 2, 2017 

             
 
I. INTRODUCTION 
 
 In the context of public schools, the “Establishment Clause” and the “Free Exercise 
Clause” involve the “sensitive relationship” between government and religion in the education 
of America’s children.  Public school-related Establishment Clause and Free Exercise Clause 
issues are typically presented by circumstances such as:  (i) invocations and benedictions during 
graduation ceremonies, assemblies, student council meetings, football games or school board 
meetings; (ii) individual performances at school events, such as a graduation ceremony, that are 
religious songs, poems or speeches; (iii) student clubs operating on campus and created for a 
religious purpose, such as bible study; (iv) using church facilities to host school events, such as a 
graduation ceremony; (v) the use of school facilities by religious organizations for the purpose 
of teaching religion or holding religious services; (vi) group prayer “At the Flag Pole” before the 
start of the school day; (vii) the distribution of bibles or other religions materials and products 
to students on school grounds and during the school day; (viii) instruction covering religious 
subject matter during classroom time; and (ix) use of public school funds in a way that benefits, 
either directly or incidentally, a parochial school or other religious institution.  
 
 Over the last five decades, Establishment Clause and Free Exercise Clause law has 
developed extensively.  The United States Supreme Court, federal appellate courts and 
California Supreme Court have ruled on Establishment Clause/Free Exercise Clause issues in a 
wide variety of circumstances.  Sometimes, those circumstances involve public schools and 
students.  Those circumstances are the focus of these guidelines.  
 
 Other than the text of the First Amendment itself, the available legal authority is 
primarily federal case law, as well as some state law and a hand full of statutes.  What follows is 
a (non-exhaustive) list of guidelines distilled from those cases.  
 
 The nature of common law is incremental or piecemeal development that includes a 
measure of uncertainty as to how past developments or guidance may apply to future cases.  
The guidelines derived from these cases are, consequently, not hard and fast rules.  In deciding 
whether or not a violation of the Establishment Clause has occurred, courts will look at the 
specific facts of each particular case to determine which or how a guideline may apply.  Note 
that even though two cases may be similar factually, different outcomes may nevertheless 
result because of a seemingly minor factual variation.  
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II. CASE LAW GUIDELINES 
 
A. Public schools, and their employees in the performance of their responsibilities, have 

a constitutional duty to be impartial in matters of religion.  This directive means that 
school officials must act in a way that is neutral in respect to their relationship with 
religious believers and non-believers. In other words, school officials cannot be 
adversarial toward or act to handicap religion, but nor can school officials act in favor 
of one religion over another or in favor of religion in general over irreligion. 

 
 The First Amendment to the United States Constitution, adopted on December 15, 1791,  
and applied to the states through the Due Process Clause of the Fourteenth Amendment, 
requires the federal and state governments, including public schools and their officials:  (i) to 
act in a neutral manner in matters of religion (Establishment Clause); (ii) to avoid interfering 
with the free exercise or practice of religion by individuals and/or groups of persons, including 
students (Free Exercise of Religion Clause); (iii) to avoid interfering with freedom of speech or 
other forms of expression, including that associated with religious beliefs (Free Exercise of 
Speech Clause); (iv) to avoid interfering with freedom of the press (Freedom of the Press 
Clause); (v) to avoid interfering with freedom of assembly (Free Exercise of Assembly Clause); 
and (vi) to avoid interfering with the petitioning of the government for redress of grievances. 
 
 The constitutional duty of public school officials to be neutral in matters of religion, 
however, is often difficult to reconcile with their constitutional duty to avoid interfering with 
the free exercise of religious beliefs, the freedom of expression associated with religious beliefs 
and freedom of assembly associated with religion by individual and groups of students.  
 
 The quandary presented by these circumstances is how and where to strike a balance 
between a school’s obligation to be neutral in matters of religion per the Establishment Clause 
of the First Amendment and an individual students’ First Amendment free expression/free 
assembly/free exercise of religion rights while on school grounds or at school activities.  
 
 This body of law started to develop in conjunction with lawsuits challenging public 
money being used for parochial schools.  
 
B. In 1947, New Jersey school boards could spend public school funds to reimburse 

parents for the use of public transportation by their children to and from parochial 
schools, as well as public schools, when doing so was a “neutral act” - meaning that 
the funding apparently serves a secular purpose and it does not look like the primary 
purpose is to assist religion. 

 
 Everson v. Board of Education of the Township of Ewing, 330 U.S. 1 (1947), is the U.S. 
Supreme Court’s first important effort to reconcile the competing obligations set out in the First 
Amendment’s religion clauses.  In this case, the Court first used the metaphor of a wall of 
separation between church and state, derived from the correspondence of President Thomas 
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Jefferson.  The Court also ruled in this case that the Establishment Clause applied to state 
governments, as well as the federal government. 
 
 This case involved a state regulation authorizing local public school districts to 
reimburse parents for the cost of transporting their children to and from school using public 
transportation (city buses), including to and from parochial schools.  For the most part, the 
parochial schools which benefitted were Catholic schools. 
 
 The Court found the expenditure of school funds to reimburse for public transportation 
to and from school, including the Catholic schools, to be neutral.  In other words, the Court held 
that the wall of separation had not been breached, even though public school district funds 
were being used to benefit a religious organization because the funding served a secular 
purpose and was not primarily for the purpose of assisting the church. 
 
 Note that the “primary effect” criteria highlighted by the Court in this case has, over 
subsequent decades, become an entrenched principal in this area of constitutional law.  
 
C. In 1971, Pennsylvania public school funds could not be used to reimburse parochial 

schools for the cost of teacher salaries, textbooks and instructional materials for 
teaching the same secular subjects that are taught in the public schools, when doing 
so creates an “excessive entanglement” between government and religion. 

 
 Lemon v. Kurtzman, 403 U.S. 602 (1971), is a seminal Establishment Clause case.  The 
context of the case was a state statute which allowed the Superintendent of Public Instruction 
to reimburse parochial (again mostly Catholic) elementary and secondary schools for the cost of 
teacher salaries, approved textbooks and instructional materials to teach certain required 
secular subjects.  In order to receive reimbursement, the parochial school must teach the same 
course(s) that is offered in the public schools and use the same materials that are used by the 
public schools.  Additionally, the parochial school teacher must agree not to teach courses in 
religion.  Apparently though, in actual practice, the sole beneficiaries of the statute were about 
250 teachers who were solely at Roman Catholic schools.  The Court also noted that a parochial 
school system was an integral part of the religious mission of the Catholic church.  
 
 In the Lemon case, the Court set forth three primary criteria used for determining 
whether governmental conduct in respect to religion was in violation of the Establishment 
Clause.  The criteria are:  (i) the governmental action must have a clear secular purpose and 
intent; (2) the principal or primary effect of the government action must not be to advance nor 
inhibit religion; and (3) the government action cannot foster an excessive governmental 
entanglement with religion.  If any of these criteria are violated, the governmental action is 
deemed unconstitutional under the Establishment Clause. 
 
 Note that the “excessive entanglement” criteria highlighted by the Court in this case 
has, over decades, become an entrenched principal in this area of constitutional law.  
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D. The Establishment Clause precludes the school administration from approving a 
student council request that student assemblies be opened with a nondenominational 
prayer lead by a student leader.  

 
 Collins v. Chandler Unified School Dist. (1981 CA 9th Ariz.) 644 F.2d 759, cert. den., (1981) 
454 U.S. 863, is an important Ninth Circuit case.  Duly concerned with trying to avoid an 
Establishment Clause violation, in this case, rather than directly mandating that school 
assemblies open with a prayer, school officials took a more circuitous route.  Instead, school 
administration set up the circumstances underlying the school prayer requirement by casting it 
as a student initiated request, thereby trying to make the matter more of a Free Exercise Clause 
issue than an Establishment Clause issue.  In other words, school administration approved a 
request made by the student council that regularly scheduled student assemblies be opened 
with a non-denominational prayer lead by a student council leader.   
 
 In determining that this circumstance also presented an Establishment Clause violation, 
the Court focused on the facts that student assemblies were always scheduled during school 
hours and individual students could opt out only with parental permission and, if they opted 
out, the students had to stay in study hall until the assembly was over.  
 
 In these circumstances, the Court held that there was no meaningful distinction 
between school authorities actually organizing the religious activity, which is clearly an 
Establishment Clause violation, and school officials merely “permitting” students to direct the 
exercises.  The religious activity still appears to be sponsored by the school.  
 
E. Religious invocations and benedictions at public high school graduation ceremonies 

are constitutionally impermissible because they invariably fail both the “primary 
effect” and the “excessive entanglement” tests of the Establishment Clause and 
probably also the “secular purpose” test from the Lemon case. 

 
 Sands v. Morongo Unified School District (1991) 53 Cal.3d 863 is an important California 
Supreme Court case.  In this case, taxpayers objected to the inclusion of religious invocations 
and benedictions during school graduation ceremonies.   
 
 In determining that this circumstance presented an Establishment Clause violation, the  
Court focused on the facts that graduation ceremonies are conducted on school property, are 
publicly funded, planned by school administers who also participate; and the ceremonies were 
organized and controlled by the government (school) to celebrate a significant government- 
related (school) event.  Consequently, the words spoken as part of the ceremony inevitably 
create a strong appearance of government endorsement.  Here, the speaker and the content 
are subject to governmental (school) approval, as well.  The assertedly “nonsectarian” nature of 
the prayers did not render their government sponsorship constitutionally acceptable.  
 
 Finally, the Court advised that although the Establishment Clause permits some 
accommodation of religion, doing so is not mandated by the free exercise clause.  There is no 
free exercise right for government officials to include prayers in a public school ceremony.   
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Although there is ample room under the Establishment Clause for benevolent neutrality, which 
will permit religious exercises to exist in public school events without governmental 
sponsorship, there is no room for governmental sponsorship under the guise of 
accommodation.   
 
F. Inviting a rabbi to a middle school graduation ceremony for the purpose of offering a 

nonsectarian invocation and benediction prayer as part of the formal school 
graduation ceremony violated the Establishment Clause.  

 
 Lee v. Weisman, 505 U.S. 577 (1992), is a seminal U.S. Supreme Court case in this area of 
constitutional law.  In this case, the middle school principal invited a rabbi to offer invocation 
and benediction prayers as part of the formal school graduation ceremony.  
 
 A parent, whose daughter was scheduled to graduate from middle school, sought a 
temporary restraining order in the district court to prohibit school officials from including 
invocation or benediction at the graduation ceremony.  
 
 The Court ruled that the school’s practice of inviting various members of the clergy, 
alternating between the different religions from year-to-year, for the purpose of giving a 
nonsectarian invocation and benediction prayer, violated the Establishment Clause because:  
(a) state (school) officials direct the performance of such a formal religious exercise, and (b) the 
state (the school), in every practical sense, compels attendance and participation in the 
exercise.    
 
 The Court explained that the state (school) may not place students who object to such a 
religious exercise in the dilemma of participating in the exercise or protesting against it.  The 
Court also explained that the invocation and benediction in question were not rendered 
acceptable by the facts that (a) attendance at the graduation was nevertheless voluntary in a 
legal sense, (b) the prayers were brief, (c) there was a good-faith attempt to make the prayers 
acceptable to most persons, and (d) for many persons, an occasion of such significance would 
lack meaning without such a religious exercise. 
 
 By now, at least in the Ninth Circuit, it is clear that there cannot be any circumstances in 
which opening a public high school graduation ceremony with a prayer, of any nature, can be 
compliant with the Establishment Clause.   
 
G. In 1997, New York federal Title I funding may  be used to allow public school teachers 

to provide remedial instruction to eligible low-income/at-risk students enrolled at 
religious schools, so long as the material is secular and neutral in nature and no 
“excessive entanglement” between government and religion is otherwise apparent.        

 
 Title I funding (Elementary and Secondary Education Act) is designed to provide 
remedial education services for low-income students who were at significant risk of failing to 
meet state academic performance standards.  These education services are available to eligible 
students, whether enrolled in public school or not.  
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 Agostini v. Felton, 521 U.S. 203 (1997), is also a landmark Supreme Court Establishment 
Clause decision.  In this case, in order to serve the Title I eligible children in the city’s parochial 
schools,  the New York City Board of Education wished to allow public school teachers to go to 
and provide remedial instruction to eligible children at their parochial schools.  A number of 
“safeguards” were attached, designed to avoid violating the Establishment Clause, including 
mandatory surprise visits by state-employed supervisors and removal of all religious articles 
from the room to be used for Title I instruction.  
 
 The Court reversed an earlier decision which found that circumstance, when public 
schools paid for their school teachers to teach at parochial schools, to be “excessive 
entanglement.”  Instead, the Court advised that in these circumstances (i) the Title 1 aid was 
being distributed according to secular criteria, and offered to all eligible students regardless of 
school choice, therefore, the system of distributing aid was neutral with respect to religion; (ii) 
the program as enacted by the School Board did not give any incentive for any students to alter 
their religious views; and (iii) a public employee teaching in a parochial school does not 
necessarily inculcate some of the religious messages inherent in the school’s pervasively 
sectarian environment. 
 
 Consequently, the Court ruled that New York City’s Title I program did not run afoul of 
any of the primary criteria used to evaluate whether government aid has the effect of 
advancing religion - it does not result in governmental indoctrination; define its recipients by 
reference to religion (aka “primary effect”); or create an excessive entanglement.  
 
H. The Establishment Clause required a school to terminate its policy and practices which 

authorized the student council elected “student chaplain,” under the supervision of 
the school principal, to offer a non-denominational prayer over the school’s public 
address system during pre-game ceremonies at home football games.  

 
 Santa Fe Independent School Dist. v. Doe, 530 U.S. 290 (2000), is another seminal U.S. 
Supreme Court case in this area of constitutional law.  In this case, the pertinent district policy 
was entitled “Prayer at Football Games.”  Nevertheless, the purported purpose of the pre-game 
message was a secular “solemnization” of the event.   
 
 Per school policy, before each home varsity game, the student council chaplain, who is 
elected by the students, prepares a “solemnization” under the direction and supervision of the 
school faculty and delivers it over the school’s public address system.  Mormon and Catholic 
families challenged the policy and practice.  
 
 The Court advised that, in addition to the use of the word “Prayer” in the title, the policy 
also referred to the “solemnization” also as an invocation.  An invocation is an appeal for divine 
assistance.  In view of the district’s past history of inculcating sectarian prayer into school 
events, the Court determined that the so called secular purpose of the purported solemnization 
was a sham.  
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 The Court focused on the fact that although the student council chaplain is elected by 
the student body, the practice of allowing only one student the opportunity to deliver the 
message, all year long, guarantees that minority views are effectively silenced.  
 
 The Court also focused on the fact that for some students, such as cheerleaders, 
members of the band and team members themselves, attendance at football games is 
mandated, sometimes for class credit.  Moreover, there is immense social pressure and a truly 
genuine desire felt by many students to be involved in the extracurricular event - that is 
American high school football. 
 
 It is pretty clear that either faculty-initiated or student-initiated prayers of any nature 
over the public address system as part of the pre-game activities at football games are a 
violation of the Establishment Clause.  
 
I. School did not violate the free expression rights of its two class valedictorians when it 

precluded the students from delivering a sectarian proselytizing valedictory speech 
and also a sectarian invocation during the formal high school graduation ceremony.  In 
these circumstances, the Establishment Clause required that the school preclude them 
from doing so because a sectarian speech would have borne the imprimatur of the 
district. 

 
 Cole v. Oroville Union High Sch. (2000 CA 9th Cal.) 228 F.3d 1092, cert. den., (2001) 532 
U.S. 905, is another important Ninth Circuit case.  In this case, the school refused to allow two 
class valedictorians to deliver a proselytizing valedictory speech and a sectarian invocation at 
their high school formal graduation ceremony.  The messaging would have included multiple 
religious references to Jesus and God.  The high school principal asked the student to “tone 
down” the sectarian nature of their messages.  The student declined to do so, and instead sued. 
 
 The Court advised that the district’s refusal to allow the students to deliver a sectarian 
speech or prayer as part of the graduation was necessary to avoid violating the Establishment 
Clause.  Therefore, district officials did not violate the students’ freedom of speech, even 
assuming the Oroville graduation ceremony was a public or limited public forum. 
 
 In the Ninth Circuit, it is pretty clear a school decision which inhibits the Free Speech 
and Free Exercise of Religion rights of individual students is not a violation of those rights, so 
long as the bona fide purpose of the school’s decision is to fulfill its Establishment Clause 
obligations.  
 
J. If a school district permits other types of community organizations to meet and 

conduct activities in school facilities, then the school district must also permit outside 
religious organizations to meet and conduct religious activities in a school facility and 
on the same general terms.  In other words, a facility use request cannot be rejected 
on the basis of the religious nature of the requesting organization or the faith-based 
activity.    
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 Good News Club v. Milford Central School, 533 U.S. 98 (2001), is an important U.S. 
Supreme Court case.  In this case, the Court held that simply allowing an outside faith-based 
organization to use public school facilities to conduct a religious activity pursuant to a facility 
use policy is not an endorsement by the school district of the religious organization or its 
activities.    
 
 In this case, the religious-based activities, however, were not held in an elementary 
school classroom, the instructors were not school teachers, the activities were held after 
normal school hours, the children who were attending had obtained signed permission slips 
from their parents, and access by the religious organization was on the same terms as access by 
non-religious outside community organizations.  The purpose of these “safeguards” was to 
avoid the appearance, in the view of a casual outside observer, that the religious activity was 
school sponsored.  
  
K. In order to avoid conflict with the Establishment Clause, a high school principal was 

required to censor several references to the Bible and other proselytizing segments of 
a student salutatorian’s speech to be delivered during the school’s graduation 
ceremony.  The Establishment Clause is a state interest sufficiently compelling to 
justify content-based restrictions on speech.  But, references to God, as they related 
to the student’s own beliefs, were permissible.  

 
 Lassonde v. Pleasanton Unified Sch. Dist., 320 F.3d 979 (9th Cir. 2003), cert. den. by 
(2003) 2003 U.S. LEXIS 5582, is another important Ninth Circuit case.  This case is similar to the 
Cole case discussed above.  Here, the student salutatorian was also a devout Christian.  He 
intended the speech to express his desire for his fellow graduates to develop a personal 
relationship with God through faith in Christ in order to better their lives and he quoted 
extensively from the Bible.  The school principal reviewed the draft and, in conjunction with the 
school district’s counsel, advised the student that references to God, as they related to his own 
beliefs, were permissible but that proselytizing comments were not.  Together they determined 
those portions of the speech to be censored.  The student complied so no student disciplinary 
action was involved.  Nevertheless, the student sued.  
 
 In explaining its decision, the Court advised that high school graduation is one of life’s 
most significant occasions.  Forcing a student to make the choice between attending such an 
event and participating in a religious practice with which the student does not agree is not 
constitutionally permissible.  The Court also advised that an official “disclaimer” was not 
sufficient to separate a public school from a sectarian, proselytizing religious speech at a 
graduation ceremony. 
  
L. The school did not violate a student’s free expression rights when it refused to allow 

her to play a purely instrumental version of Ave Maria and would only allow secular 
musical performances at the school’s graduation ceremony.  

 
 Nurre v. Whitehead, 580 F.3d 1087, 1095 (9th Cir. 2009), cert. den., (2010) 130 S.Ct. 
1937, is another important Ninth Circuit decision.  In this case, the Court advised that prior 
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student and parental complaints of the religious and sectarian nature of individual student 
performances during the graduation ceremony for the previous year justified the school 
deciding to keep all individual performances during the graduation ceremony entirely secular. 
The Court added that any reasonable action taken to “avoid conflict with the Establishment 
Clause” and maintain the very neutrality the Establishment Clause requires, neither has a 
primary effect of advancing or inhibiting religion nor excessively entangles government with 
religion. 
 
 Commentators have explained that this decision did not involve any attack on religion. 
The purpose of the decisions was simply to avoid of what otherwise might have appeared to be 
a governmental endorsement of religion. 
 
M. Since a public school has an obligation to be neutral in matters of religion, a teacher or 

other school employee may not promote their own personal sectarian viewpoints 
during the course of their participation in curricular, extra-curricular or school-related 
non-curricular activities.  Consequently, the school may take legitimate and 
appropriate steps to ensure that its message - neutrality in matters of religion - is 
neither garbled nor distorted by individual messengers. 

 
 Johnson v. Poway Unified Sch. Dist., 658 F.3d 954 (9th Cir. 2011), cert. den., (2012) 132 
S.Ct. 1807, is an important Ninth Circuit case, as well.  The case involves “government speech.” 
The circumstances involve a high school math teacher using banners in his classroom to express 
his Judeo-Christian beliefs.  School administrators directed that he remove the banners.  He 
complied, so employee discipline was not involved.  Nevertheless he sued.  
 
 The Court explained that if a teacher is expressing his/her religious views within the 
scope of his/her duties, then the teacher is speaking on behalf of the school district and the 
expression is “government speech.”  As a general rule, the freedom of expression clause does 
not apply to government speech.  The free speech clause only applies to private citizens or 
public employees who are acting solely within the capacity of a private citizen.   
 
 However, the Establishment Clause does apply to government speech.  The Court 
explained that the Establishment Clause requires a public school not to (1) be overly hostile to 
religion, (2) place its prestige, coercive authority or resources behind a single religious faith, (3) 
place its prestige, coercive authority or resources behind religious belief in general, (4) convey a 
message which compels non-adherents to support religious practices, (5) proselytize in favor of 
religious organizations, and (6) convey the message that those who do not participate gladly in 
religious activities/practices are less than full members of the community. 
 
 The Court held that any appropriate actions taken by a school district with an honest 
interest in ensuring religious neutrality will pass constitutional muster in the Ninth Circuit. 
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III. LEGAL AUTHORITY OTHER THAN CASE LAW 
 
 The provisions in the California Constitution, state legislation and federal legislation 
essentially codify existing case law.  
 
 California Constitution, Art. IX § 8, provides that “No public money shall ever be 
appropriated for the support of any sectarian or denominational school, or any school not 
under the exclusive control of the officers of the public schools ....” 
 
 California Constitution, Art. XVI § 5, provides that “Neither the Legislature, nor any 
county, city and county, township, school district, or other municipal corporation, shall ever 
make an appropriation, or pay from any public fund whatever, or grant anything to or in aid of 
any religious sect, church, creed, or sectarian purpose, or help to support or sustain any school, 
college, university, hospital, or other institution controlled by any religious creed, church, or 
sectarian denomination ....”  
 
 Equal Access Act, Title 20 U.S.C. § 4071, applies to  public secondary schools, which 
receive federal funding and have created a limited open forum by permitting non-curricular 
student groups to meet on school grounds during non-instructional time, such as before or 
after classroom instructional time.  In such a case, the school may not discriminate against any 
student group based on the religious, political or philosophical content of their activities.  
 
 So, if a junior or senior high school allows students to form a ski club or a chess club, 
then the school must allow students to form a bible club and give the student bible club the 
same rights and privileges afforded to the other clubs.  
 
 Civic Center Act, Education Code §§ 38130-38138, sets out the conditions applicable to 
individuals or groups who may wish to use the school grounds or a facility on school grounds. 
Among its various provisions is the requirement that school facilities and grounds be available 
to citizens and community groups for the purpose of conducting religious services for 
temporary periods, on a one-time or renewable basis, by any church or religious organization. 
 
 Education Code § 46014 requires that students be excused from school in order to 
participate in religious exercises or instruction.  
 
 Education Code § 51511 permits the use of religious references, literature or things 
which have religious significance when the use does not constitute instruction in religious 
principles or aid in a sectarian purpose, but instead are incidental to or illustrative of matters 
properly included in a course of study.  
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EMPLOYEE AND STUDENT ACCEPTABLE USE POLICIES 
FOR COMPUTERS, DEVICES, INTERNET, AND OTHER 

ELECTRONIC RESOURCES 
 

Presentation by William A. Hornback 
August 2, 2017 

             
 
I. INTRODUCTION 

 The ever increasing use and complexity of technology and educational software place 
educational agencies behind the “8 ball” when it comes to privacy and security of district 
information, particularly student information.  The ability of existing technology to mine agency 
databases for information is astounding, and frightening, in that agencies are reliant on the 
technology and cloud platforms for everyday use and agencies are placing vast amounts of 
information into these off-site databases operated and controlled by vendors.  California law 
permits the use but requires various clauses to be in each and every cloud contract.  It is a rare 
occurrence when SLS is asked in advance to approve a cloud contract. 

 Question for administrators:  Do you know how many different cloud based services, 
including mobile apps, are being used in your classrooms?  Do you know what their terms of 
service and/or privacy policies expressly permit them to do with student information? 

 Changes in the law impact the use of technology and require additional regulation in 
efforts to protect data.  We offer two new policies, including an Acceptable Use Policy (AUP) for 
staff and one for students.  These policies include changes required by recent developments in 
the law, including the need for public agencies to collect public records that may be found on 
and retrieved from personal computers and devices. 

 Unless otherwise noted, the following comments apply to both of new AUP models. 

II. NEW COMPONENTS 

 In efforts to provide the least risk of data breach and the greatest flexibility in obtaining 
and using various technology opportunities in the marketplace, SLS has modified its standard 
AUP models to reflect the current trends, perceived problems, and perceived solutions.  Not 
every agency will want to use every part of the new standard policies but we’re happy to work 
with agencies to tailor a standard AUP to the individual needs of the agency. 
 
A. Updated Definitions 

 The AUP models contain updated definitions, including a definition of office electronic 
records that applies only to the staff AUP.  This definition is needed to facilitate an agency’s 
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ability to search for and recover records from personal computers and devices used by staff, 
which may be required as indicated in the Supreme Court’s recent opinion on use of personal 
devices/email systems for the public’s business.  (City of San Jose v. Superior Court (2017) 2 
Cal.5th 608)  This need is applicable to students, and no search of student personal computers 
or devices is contemplated in relation to a search for public records. 

 The terms “office computer” and “office electronic device” have been revised to reflect 
the increasing opportunities for disputes about ownership of technology being donated by 
individuals, entities, and agencies (through such means as “GoFundMe” accounts, other 
“crowdfunding” mechanisms, teacher “wish lists,” etc.).  The position reflected by these 
revisions is necessary to ensure that equipment donated for the betterment of a school and/or 
district remain with the school and/or district upon departure of individual staff members who 
may have asked for the donation or provided incentive for the donation.  The language makes 
clear that all donations of technology become and remain the district’s property. 
 
B. Password and Device Protections 
 
 1. Screensavers – If a computer or device has a screensaver or other locking device, 
the screensaver/locking device is to be used.  The preferred standard is a log-in requirement to 
get past the lock, which will prevent accidental access should the computer or device be lost or 
stolen.  While professionals may have the ability to get past the lock, or may imbed the hard 
drive in another device, at this time most people lack the skills to defeat the lock.  This rule 
applies to computers and devices provided for individual student use and to student’s personal 
computers and devices permitted to be used on campus in connection with the agency’s 
educational program. 
 
 2. Software Programs – Individual programs on computers and devices, particularly 
mobile computers and devices, may include a log-in feature, which should be used if available.  
We do not support installation of educational software programs onto students’ personal 
computers and devices as the potential for security breaches of the data contained in the 
software program, or websites to which the software may link, would in our view be excessive. 
 
 3. “Bricking” – The AUP includes authorization to install software on devices, 
particularly mobile computers and devices and both district owned and personal devices, to 
allow districts the opportunity to protect those devices from providing unintended and 
unauthorized access to district data (as when a device is lost or stolen).  Again, the installation 
may not protect against intrusion by professionals but the average person may not be able to 
bypass this software and gain access to data.  For example, many agencies require staff 
members to have and use personal cell phones for district business, and those phones likely 
contain district email system connections and access to staff email accounts and all agency 
records contained therein.  Another example would be staff members’ personal computers, 
home or mobile, that may be used for district-related work and/or through which they may 
have access to district email.  The software installation is not mandated, but districts that adopt 
the AUP are giving authority to the Superintendent to choose whether or not, and what devices, 
to target for “bricking” software installation.  It is not contemplated that bricking software 
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would be installed on student personal computers and devices so the language is not included 
in the student AUP. 
 
 4. Different passwords – Some major commercial data breaches have made public, 
or have at least included, individual user log-in data, passwords, and other identifying 
information.  A common belief is that users often have one password for all or at least most of 
their password-required connections.  The loss/disclosure of one password via a commercial 
data breach, along with other information that may have been disclosed in that breach (or even 
in another data breach), put together with the mass of open source data on individuals 
contained on the internet, including information on staff members, is likely to provide a person 
with the intent to hack into a district system sufficient information on district staff to know 
where they work and enable them to identify the log-in name for email or other district 
systems.  The stolen password could then provide the hacker access to the system if it’s the 
same password used by staff for district log-in.  Mandating the use of a unique password on 
district systems is recommended for both students and staff. 
 
C. Unacceptable Uses 
 
 1. The list of unacceptable uses includes several notable items, some of which are 
new and some long standing.  For example, each AUP includes a prohibition against staff or 
student unauthorized access to data intended to be of limited access (e.g., where a district’s 
filters or network structure may have experienced a problem temporarily allowing more people 
more access than intended to confidential sections of the district network).  Another prohibition 
prevents uploading any agency files or data to another server, but this does not preclude staff 
working at home.  It would preclude theft and unauthorized use of district files. 
 
 2. The list of unacceptable uses applies to personal computers and devices while 
physically on site, for both students and staff. 
 
D. Appropriate Use of Personal Computers and Devices 
 
 The staff AUP permits but discourages use of personal computers/devices for office 
work.  This is due to the likely presence of known data-mining software applications on such 
equipment.  While the AUP doesn’t prohibit use of personal equipment for agency business, or 
preclude the presence of risky Apps on the personal equipment, the AUP does discourage use of 
personal equipment use when those Apps are present and notes that employees place 
themselves at risk in the event of a data breach related to their use of the personal equipment.  
Student use of personal equipment in the educational setting is permitted but discouraged, also 
due to the likely presence of those Apps on personal devices and knowing it would be 
impossible to convince students and parents to delete the Apps from the devices in order to use 
them at school. 
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E. Public Records and Collection of Electronic Records 
 
 Personal computers and devices may contain official agency records which may qualify 
as public records, and which the agency may be required to maintain for a period of years.  A 
recent Supreme Court ruling held that public records may exist on personal devices and inside 
personal communication systems, holding it is the nature and purpose of the communication 
that determines whether any record is a public record and not whether the record is located on 
a public or private device or system. 
 
 Since educational agencies often have employees use personal cell phones or permit use 
of personal computers in the conduct of the agency’s business, it is very likely that public 
records will be found on personal computers and devices.  If the record on the personal 
computer or device is the only copy, the agency has an obligation to retrieve the record.  Since 
the AUP also designates anything within the agency’s system to be the official record, once a 
record enters the system the fact it may also reside on a personal device or within a personal 
system is irrelevant. 
 
 The AUP requires employees to search personal computers and devices for agency 
records upon request.  Employees may comply by certifying there are no such records, by 
providing the records, or by providing the information necessary to demonstrate that a record is 
not an agency or public record.  For email, this can easily be done by forwarding the email to the 
work email system (but not necessary if the email already originated from the system or was 
copied to someone in the system).  This presumes the agency captures and retains all email sent 
to or from the agency email system, which is the SLS recommended process for email storage.  
If the agency uses Gmail, the agency should ensure that total access to all agency Gmail is 
included in the agreement with the outside vendor and that Gmail is searchable. 
 
 It is not expected that student personal computers or devices will create or experience 
the same issues so these provisions are not in the student AUP. 
 
F. Use of Cloud Products and Services, Including Google 
 
 The new AUPs each contain lengthy references to agency use of cloud services and 
vendors.  Education’s increasing use of technology, both for agency purposes and as part of the 
educational program, is creating more of a risk to the safety and security of confidential data, 
especially student data.  The primary risk is the inappropriate consent for vendors’ 
unauthorized use of student data.  This will most likely arise from the use of websites, Apps, 
and services that inappropriately collect student data for purposes having nothing to do with 
the agency’s educational mission. 
 
 We are aware that others have approved use of Google’s G-Suite (formerly known as 
Google Apps for Education) but SLS has not issued any approval and we dispute the validity of 
legal opinions giving such approval.  Accordingly, agencies that use Google may or may not be 
adequately protected, and it may be that student data is being inappropriately shared and 
disclosed.  It is our belief that Google, and other vendors of cloud services, offer dashboards 
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that have some control over the sharing and use of data.  Our concerns are that adequate 
protections are not present if the dashboard or equivalent is not set to the most restrictive 
rules.  This of course is not always the intent of using the service and broad sharing is often the 
goal, not being viewed as a risk. 
 
 Another issue with Google, and perhaps other vendors’ products, is that Google’s 
questionable protections apply only to G-Suite’s core applications.  There are links and other 
ways to connect to other non-protected Google products under which the collection of data is 
governed by different rules and policies applicable to the non-core Apps.  It is our belief that 
those rules and policies permit vast collection of data about the users, who may be your 
students.  There is no obligation to delete that data on departure of the student from your 
agency or obligation to permit students to obtain/retain student generated content, nor is 
there often any prohibition against targeted advertising using data collected from your 
students. 
 
 Staff and those students who may have access to or control over dashboard privacy 
settings are directed to set them to the most restrictive settings, absent approval of a 
supervisor, and are precluded from bypassing privacy settings, should not use personal log-ins 
to access anything containing student data, should not access non-core Google Apps or use any 
embedded links to third-party websites or services (e.g., YouTube), and are advised they may 
have personal liability if students’ data is inappropriately disclosed.  This last is an effort to 
make staff aware of the risks to all when rules aren’t followed, such as when they use personal 
online Apps or connections to transmit student data or bring unapproved Apps into use in their 
classrooms. 
 
 The AUPs each talk about the risks of online information sharing, discuss the agency’s 
efforts to only enter into legally compliant online service agreements, calls the vendors of such 
services “school officials” for purposes of sharing appropriate data, and warn of the risks of 
disclosure of student and other data that is always present in the use of the internet.  Parents 
are required to consent to these risks and their student’s use of agency technology.  If a parent 
does not consent, the student is not permitted to use agency technology. 
 
III. OTHER IMPORTANT COMPONENTS 
 
A. No Employee Privacy 

1. Email – The AUP is clear that employees have no expectation of privacy in their 
personal use of agency technology, including email, and that all email sent to or from the 
agency system is automatically collected and retained by the agency, including email of a 
personal nature.  Deleting email from an employee’s assigned email account does not delete 
the email from the agency’s email collection.  Students are advised there is no privacy 
whatsoever in the student’s use of agency technology and that their use will be monitored, 
supervised, and inspected. 
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2. Email/Public Records on Personal Computers/Devices – As discussed above, the 
staff AUP is clear that any records which may be deemed public records or agency records are 
required to be collected and retained, even if they are only found on the personal computers or 
devices of staff, such as work on agency business done on a home computer.  This also applies 
to many employees who are permitted to have agency email access via their home computers.  
Many employees also have agency email capabilities installed on their personal cellphones.  The 
collection obligation also applies to personal text and personal email systems.  Wherever an 
agency record may be located, staff members are obligated to provide it on request. 

B. Personal Use 

 While minimal personal use of agency technology is permitted (unless if interferes with 
an employee’s agency work), there is no privacy in that use and there is the risk that even 
communications of a primarily personal nature may be deemed public records and required to 
be disclosed.  Personal use of agency technology is at the employee’s risk and subject to the 
applicable permitted and inappropriate use rules. 
 
 
 
 



 
_____________ SCHOOL DISTRICT 
 
PERSONNEL 
 
EMPLOYEE ACCEPTABLE USE POLICY FOR COMPUTERS, ELECTRONIC 
DEVICES, NETWORK, AND OTHER ELECTRONIC INFORMATION RESOURCES 
 
The District recognizes that electronic information resources can enhance productivity, 
facilitate professional communication, and assist in providing quality educational programs.  
This policy applies to and describes the responsibilities and obligations of all employees 
using the District’s electronic information resources, including computers, electronic 
devices, and network, and portions of this policy also apply to an employee’s personal 
computer and electronic devices under certain circumstances. 
 
DEFINITIONS 
 
1. The term “electronic information resources” (“EIR”) includes d istrict computers, 
electronic devices, and the District’s electronic network and software. 
 
2. The term “district electronic record” means any writing containing information 
relating to conduct of the District's business where the writing was prepared, owned, 
used, or retained in electronic/digital format by the District, regardless of where or 
how the record may have been prepared or where the record is retained.  Records 
containing no more than incidental references to the District are not considered 
district electronic records.  For this purpose, “writing” means anything in an 
electronic/digital format including sounds, images, symbols, words, or any 
combination thereof, specifically including electronic mail (email) and all other forms 
of electronic files. 
 
3. The term “computer” means any computer, including a laptop or notebook, 
whether or not the computer is equipped with a modem or communication peripheral 
capable of digital connection. 
 
4 .  The term “district computer” means any computer owned, leased, or rented by 
the District, purchased with funds from a grant approved by or awarded to the District, 
or borrowed by or donated to the District from another agency, company, or entity, 
whether or not the computer is equipped with a modem or communication peripheral 
capable of digital connection. 
 
5. The term “electronic device” means any device, other than a computer, capable of 
transmitting, receiving, or storing digital media, whether or not the electronic device is 
portable and whether or not it is equipped with a modem or other communication 
peripheral capable of digital connection.  Electronic devices include but are not limited to 
the following: 
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• Telephones 
• Cellphones, including “smartphones” 
• Radios 
• Pagers 
• Digital cameras 
• Personal digital assistants, including but not limited to Blackberries, Palm 

Pilots, and “smartphones” 
• Portable storage devices, including but not limited to thumb drives and zip 

drives 
• Portable media devices, including but not limited to iPods, iPads, other 

tablets (e.g., Nook, Kindle, etc.), and MP3 players 
• Optical storage media such as compact discs (CDs) and digital versatile 

discs (DVDs) 
• Printers and copiers 
• Fax machines 
• Portable texting devices 

 
6. The term “district electronic device” means any electronic device owned, leased, or 
rented by the District, purchased with funds from a grant approved by or awarded to the 
District, or borrowed by or loaned to the District from another agency. 
 
7. The term “district electronic network” means the District’s local area district-wide 
network and internet systems, whether hardwired or wireless, including software, email and 
voicemail systems, remote sites, and/or VPN connections. 
 
8. The terms “personal computer” and “personal electronic device” mean computers 
and/or devices as defined in this policy that are not district computers or electronic devices, 
typically computers and/or devices owned by individuals including employees and visitors.  
Personal cell or smartphones, iPads, and similar devices are personal electronic devices, 
whether or not supported by a district stipend paid to the employee. 
 
OWNERSHIP 
 
District EIR is district property provided to meet district needs and does not belong to 
employees.  Use of district EIR is a privilege which the District may revoke or restrict at any 
time without prior notice to the employee. 
 
All district computers and district electronic devices are to be registered to the District and 
not to an employee.  All software on district computers and district electronic devices is to 
be registered to the District and not to an employee, except as otherwise provided in this 
policy. 
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No employee shall remove a d istrict computer or district electronic device from district 
property without the prior, express authorization of the employee’s supervisor. 
 
NO EMPLOYEE PRIVACY 
 
Employees have no privacy whatsoever in their personal or work-related use of district 
EIR, or to any communications or other information contained in district EIR or that may 
pass through district EIR.  With or without cause and with or without notice to the 
employee, the District retains the right to remotely monitor, physically inspect, or examine 
district computers, electronic devices, network, or other EIR, and any communication or 
information stored on or passing through district EIR, including but not limited to software, 
data and image files, internet use, emails, text messages, and voicemail. 
 
All email sent and received via the d istrict email system, including email of a personal 
nature, will be captured and retained in a central location for a period of time determined 
by the District to be appropriate.  Deletion of email from computers and electronic 
devices will not delete captured and retained email.  The email that is captured and 
retained in a central location is the District’s official record of the email, no matter where 
other copies of that email may be found. 
 
District EIR will be inspected for software and/or virus-like programming, including 
commercial software applications (“Apps”) that harvest, collect, or compromise data or 
information resources.  Any computer or electronic device containing those elements may 
be disconnected, blocked, or otherwise isolated at any time and without notice in order to 
protect district EIR.  This includes personal computers and/or electronic devices that an 
employee may connect, with or without proper authorization, to district EIR.  Due to the 
commonplace presence of such software and Apps on personal computers and/or devices, 
their connection to district EIR without prior authorization is discouraged. 
 
When an employee leaves employment with the District, management shall be given 
access to and the authority to dispose of any and all district electronic records, 
including the employee’s computer files, email, voicemail, text messages, and any other 
electronic information stored on district EIR.  Employees leaving their employment shall 
provide the District with all files and other electronic records from personal computers and 
devices, and employees shall not delete those items from district EIR. 
 
PERSONAL USE 
 
Employees shall use district EIR primarily for purposes related to their employment.  
District laptop computers and portable electronic devices shall be used solely by 
authorized employees and not by family members or other unauthorized persons. 
 
When approved by the employee’s supervisor in advance, an employee may make minimal 
personal use of district EIR as long as that use does not violate this policy, does not result 
in any additional fee or charge to the District, and does not interfere with the normal 
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business practices of the District or the performance of the employee’s duties.  Should an 
employee use district EIR to access personal software, websites, Apps, social media, or 
other personal accounts, the employee shall be responsible for any disclosure of district 
electronic records, including student records, resulting from that use.  As described in this 
policy, employees have no privacy whatsoever in their personal use of district EIR, 
including but not limited to software, data and image files, internet use, text messages, and 
emails.  As noted in this policy, all emails sent and received via the district email system 
are captured and retained by the District. 
 
PASSWORD AND DEVICE PROTECTIONS 
 
To protect against unauthorized use of and/or access to district EIR and electronic records, 
all district computers and electronic devices that can be password protected must be 
password protected, even if a computer or electronic device is assigned to a single 
employee for his or her sole use. 
 
All personal computers and electronic devices connected to the district EIR, including the 
email system, or which otherwise contain district electronic records or access to those 
records, shall have user passwords installed and utilized to preclude unauthorized access 
to and/or use of the personal computer or device and/or its connection to district EIR.  
Whenever possible, individual programs, Apps, and/or connections on personal 
computers and electronic devices shall each be password protected, requiring manual 
entry of a password before the computer or device can connect to any district EIR, 
including email, or to any district electronic records.  District passwords should be different 
from personal passwords. 
 
Any screensaver that can be password protected must be password protected in addition to 
any network login requirement.  Whether or not password protection is technologically 
feasible, the employee who owns a computer or electronic device that can be connected 
to district EIR, or that contains district electronic records, shall be responsible for physically 
protecting it against unauthorized use. 
 
The Superintendent/designee may authorize and require installation of special software on 
district devices to enable remote shutdown to prevent unauthorized disclosures of district 
records should the device be lost or stolen.  The Superintendent/designee may authorize 
installation of special software on personal devices that may contain district records, or 
have access to district records, to enable remote shutdown should the device be lost or 
stolen. 
 
SOFTWARE AND ELECTRONIC DEVICES 
 
Software, computers, and electronic devices must meet specific standards to protect the 
District’s electronic network and other EIR.  In addition, violations of software copyright 
law have the potential of costing the District millions of dollars. 
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Computers, cellphones, tablets, and similar devices are capable of downloading, storing, 
and using various software, including Apps, from both district-approved and non-approved 
providers.  Some Apps are known to collect data from devices onto which they are loaded 
and from other devices to which the device is connected.  That collection, and any 
dissemination of collected data, is a threat to the confidentiality of electronic records 
stored on district EIR and a breach of information security.  For this reason, employees 
shall not download non-approved Apps onto district computers or devices.  If an employee 
downloads a non-approved App onto a district computer or device, the employee may be 
held personally liable for any resulting unauthorized disclosure of district electronic records, 
including student records, in addition to any disciplinary actions taken for the unauthorized 
download. 
 
Employees are discouraged from downloading non-approved Apps onto personal 
computers and devices that may contain district electronic records or be connected to or 
used with district EIR.  Employees are responsible to ensure that no district electronic 
records are compromised and no confidential information is inappropriately disclosed or 
breached because of the employee’s use of personal computers or devices or any software 
downloaded onto them. 
 
The Superintendent/designee is authorized to approve employee requests for installation of 
non-district software onto district computers and devices, subject to the following limitations: 
 
1. Software not related to the mission of the District shall not be installed. 
 
2. No software shall be installed without written proof of licensing, which shall be 
retained by the technology administrator.  Multiple installations of the same license 
number will be assumed to violate copyright unless a multiple license provision can be 
demonstrated. 
 
3. Approval shall be limited, as follows: 
 

• The District has the right to remove the software at any time and for any 
reason without prior notice to the employee. 

 
• The District has no obligation to return the software to the employee. 

 
• If the employee is assigned to a different computer or electronic device, the 

District has no obligation to install the software on that equipment. 
 
Employees who have been authorized to download and install software shall adhere to 
copyrights, trademarks, licenses, and any contractual agreements applicable to the 
software, including provisions prohibiting the duplication of material without proper 
authorization and/or inclusion of copyright notices in any use of the material. 
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FILTERS AND OTHER INTERNET PROTECTION MEASURES 
 
To ensure that use of the District’s network is consistent with the District’s mission, the 
District uses content and/or bandwidth software to prevent access to pornographic and 
other websites that are inconsistent with the mission and values of the District.  No 
employee shall bypass or evade, or attempt to bypass or evade, the District’s filter system.  
This prohibition includes the use of personal computers, devices, or internet connections to 
access inappropriate content while in a district facility. 
 
OTHER UNACCEPTABLE USES 
 
In addition to other provisions of this policy, employees using district EIR shall be 
responsible for using them only in compliance with the following requirements unless 
the Superintendent/designee gives prior express permission. 
 
1. An employee shall use only his or her assigned account or password to access 
d istrict computers, electronic devices, and network.  No employee shall permit the use of 
his or her assigned account or password, or use another person’s assigned account or 
password, without the prior express written consent of the employee’s supervisor and the 
designated technology administrator at the employee’s worksite. 
 
2. Employees are prohibited from using district EIR for knowingly transmitting, 
receiving, or storing any oral or written communication that is obscene, threatening, or 
disruptive, or that reasonably could be construed as discrimination, harassment, bullying, 
or disparagement of others based on actual or perceived characteristics of race, 
ethnicity, religion, color, national origin, nationality, ancestry, ethnic group identification, 
physical disability, mental disability, medical condition, marital status, sex, age, sexual 
orientation, gender, gender identity, gender expression, genetic information (or association 
with a person or group with one or more of these actual or perceived characteristics).  This 
prohibition applies to written and oral communication of any kind, including music and 
images. 
 
3. Employees are prohibited from using district EIR for knowingly accessing, 
transmitting, receiving, or storing any image file that depicts actual or simulated torture, 
bondage, or physical abuse of any human being or other creature, or that is sexually 
explicit or pornographic.  This prohibition does not apply to technology department 
employees engaged in authorized tracking/ investigative activities regarding technology 
usage history of another employee. 
 

A. “Sexually explicit” means a visual depiction of actual or simulated human 
sex acts, or the unclothed human genitalia, pubic area, anus, buttocks, or female 
breast that lacks serious artistic, literary, scientific, or political value. 
 
B. This prohibition applies to visual depictions of any kind, including 
screensavers, drawings, cartoons, and animations. 
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4. Employees shall not knowingly store, transmit, or download copyrighted material on 
EIR without permission of the copyright holder.  Employees shall only download 
copyrighted material in accordance with applicable copyright laws. 
 
5. Employees are prohibited from knowingly using EIR to intentionally access 
information intended to be private or restricted; change data created or owned by another 
user or any other agency, company, or network; make unauthorized changes to the 
appearance or operational characteristics of the District’s system; load, upload, 
download, or create a computer virus; alter the file of any other user or entity; remove a 
password; or alter system settings, preloaded software settings, firmware, and 
hardware without prior approval of the designated technology administrator at the 
employee’s worksite. 
 
6. Employees are prohibited from remotely accessing the district electronic network 
without prior express approval of the Superintendent/designee. 
 
7. Employees are prohibited from uploading to a non-district server any file contained 
on a district computer or server, whether the file is work related or personal, without 
prior approval of the designated technology administrator at the employee’s worksite.  
This prohibition is not intended to prevent uploads or file copying for appropriate work-
related purposes. 
 
8. Any text transmission concerning a district matter should be done using an 
authorized district messaging system and/or device, or in a manner that protects the 
confidentiality and/or future recoverability of the message. 
 
9. Employees also are prohibited from using EIR for the following: 
 

• Personal financial gain 
• Commercial advertising 
• Political activity as defined in California Education Code Sections 7050-7058 
• Religious advocacy 
• Promoting charitable organizations without prior authorization 
• Communicating in someone else’s name 
• Attempting to breach network security 
• Creating, sending, or receiving materials that are inconsistent with the 

mission and values of the District 
• Mass distribution of email to a school site without prior approval of the site 

administrator 
• Mass distribution of email to the District without approval of the 

Superintendent/designee 
• Any activity prohibited by law, board policy, administrative regulation, or the 

rules of conduct described in the Education Code 
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10. Employees are prohibited from using personal computers, devices, or internet 
connections for any unacceptable use identified in this policy while physically located on or 
in a district facility. 
 
APPROPRIATE USE OF PERSONAL COMPUTERS AND DEVICES, PUBLIC 
RECORDS, AND COLLECTION OF DISTRICT ELECTRONIC RECORDS 
 
To the extent described, this policy also applies to an employee’s personal computer or 
electronic device that either contains district electronic records or is being used with 
or connected to d istrict EIR, and also applies to the use of personal computers and 
devices while they are physically located on district property.  Without limitation, this 
includes personal cellphones or other devices, the use of which is supported by a district 
stipend. 
 
While use of personal computers and other personal devices for district business is 
permitted, it is also discouraged.  Employees are advised that any and all district electronic 
records contained on any personal device are the property of the District and their 
disclosure may be required.  Employees have no expectation of privacy in such records.  
District business communications and records may constitute “public records” under the 
California Public Records Act, and may be records which the District is required to maintain 
under applicable law, including Title 5 of the California Code of Regulations.  The District 
may be required to collect, disclose, produce and/or store such records, regardless of the 
ownership of the computer or device on which the records are located.  There is no 
expectation of privacy in any public record located on a personal computer or device.  Upon 
request, employees will search personal computers, personal devices, and personal email 
and messaging systems for the presence of district electronic records and deliver them to 
the District. 
 
For example, use of an employee’s personal email account to send or receive email related 
to district business could result in the personal email account containing records potentially 
deemed to be public records subject to collection and disclosure or district retention and 
such email shall be forwarded to the district email system, unless the email already reflects 
it is sent from or is copied to the district email system.  The forwarded or copied email 
becomes the official district record of the email, will be retained by the district email system, 
and such email on the employee’s personal email system, and/or reflected in the personal 
computer or device, would only be only a duplicate copy, not subject to required collection 
in response to a public records request, and should thereafter be deleted from the 
employee’s personal email account.  In such instances, there should be no expectation of 
privacy in the email. 
 
If the employee works on, prepares, creates, or possesses an electronic record 
pertaining to district business, in any form, on a personal computer or device, that record 
would potentially be deemed a public record or record subject to collection, disclosure, 
or d istrict retention.  In those instances, there should be no expectation of privacy in the 
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district electronic record located on an employee’s personal computer or device in any 
form or format.  Upon request, the employee shall transmit the record in electronic format 
to the District, either through use of the d istrict email system or other means, and then 
delete the record from the employee’s personal computer or device. 
 
When an employee is requested to search for public records on a personal computer or 
device, a personal server, or in personal email or other accounts, the employee shall 
conduct a search for the records in a timely manner and may report on the search results in 
one or more of the following ways: 1) delivering the located public records to the District, or 
2) providing an affidavit stating that no public records were found, or 3) providing an affidavit 
with sufficient information about a record to show it should not be deemed a public record. 
 
Only the District’s designated chief technology administrator is allowed to authorize 
installation or maintenance of either hardware or software on district or personal 
computers and electronic devices, with the following exceptions: 
 

• Employees required by the District to have personal electronic devices may 
install such connection software as required to permit uploading, 
downloading, and syncing their required devices with a district computer; 

 
• Employees required by the District to have personal electronic devices will 

be provided authorized software, including authorized Apps for the devices; 
downloading non-authorized Apps onto such devices is discouraged; 

 
• Employees authorized to connect personal electronic devices to district EIR 

may be required to install appropriate security protection software on the 
device and the chief technology administrator may, in his/her discretion, elect 
to provide the required security protection software. 

 
Certain activities on personal computers or devices while those devices are physically 
located on district property or sites may be permissible as long as those activities do not 
violate this policy, do not result in any additional fee or charge to the District, and do not 
interfere with the normal business practices of the District or performance of the 
employee’s duties.  For example only, while physically located on or in a district facility, 
employees may use a personal device to check personal email or take a call. 
 
NOTICE REGARDING USE OF GOOGLE AND OTHER 
THIRD PARTY “CLOUD” PRODUCTS AND SERVICES 
 
1. The District has elected to use a variety of outside vendors who provide websites, 
web-based software, and other services which may include mobile Apps, all of which are 
referred to as “cloud” services.  The District is using various cloud products and services, 
including Google products and services, for both internal purposes and instructional use 
with students.  As providers of those products or services, these vendors are acting as 
school officials under contract for the required services.  Student records may properly be 

________________________________ 
Schools Legal Service 
August 2017

 
 

Page G-28 Business



shared with school officials, including district employees and others who have a legitimate 
educational or other legally authorized purpose and who may need the records to perform 
the tasks for which they are employed or contracted. 
 
Outside vendors who may have access to particular records have a formal written contract 
with the District to provide defined services or functions outsourced by the District, and may 
include consultants, insurance carriers, claims adjusters, accountants, attorneys, 
investigators, or others, including third party cloud vendors and service providers of online 
educational software and/or services that are part of the District’s educational program, or 
who manage certain data stored in a secure cloud computing or web-based system for the 
District (e.g., Google is a third party vendor/school official). 
 
Written contracts for third party cloud providers include significant privacy requirements 
intended to protect student information from unauthorized disclosures and uses.  While the 
District endeavors to protect student information, the use of internet connections and the 
presence of links in online products and services, the ease in accessing other websites and 
services without such protections, the potential presence of unapproved Apps on 
computers and devices, and the ability of students and others with lawful access to 
inappropriately use or share student information outside the District’s control will always be 
present. 
 
The District intends that no student information will be inappropriately shared or used.  For 
confidentiality purposes, student information includes both “personally identifiable 
information” and “covered information.”  Both personally identifiable and covered 
information are routinely disclosed to school officials in the course of initiating and using 
cloud services. 
 

• “Personally identifiable information” includes but is not limited to a student’s 
name, the name of the student’s parents or other family members, the student’s 
address, a personal identifier(such as the student’s social security number), student 
number or biometric record, indirect identifiers(such as the student’s date of birth, 
place of birth, and mother’s maiden name), other information that alone or in 
combination is linked or linkable to a specific student that would allow a reasonable 
person in the school community, who does not have personal knowledge of the 
relevant circumstances, to identify the student with reasonable certainty; or 
information requested by a person who the agency reasonably believes knows the 
identity of the student to whom the education record relates. 
 
• “Covered information” includes personally identifiable information or materials 
in any media or format that is created or provided by a student, or the student’s 
parent or legal guardian, or is created or provided by an employee or agent of the 
District, or which is descriptive of a student or otherwise identifies a student, 
including educational records or email, first and last name, home address, telephone 
number, email address, or other information that allows physical or online contact, 
discipline records, test results, special education data, juvenile dependency records, 
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grades, evaluations, criminal records, medical records, health records, social 
security number, biometric information, disabilities, socioeconomic information, food 
purchases, political affiliations, religious information, text messages, documents, 
student identifiers, search activity, photos, voice recordings, or geolocation 
information. 

 
2. Employees should make themselves aware of the presence or absence of student 
information in their use of Google products and services.  Any communication containing 
student information made with persons inside or outside the District, including via email or 
any Google application for sharing information, should be made only with persons legally 
entitled to receive the student information without violating rules against unauthorized 
disclosure.  Student information shared by an employee with anyone outside the District 
without express permission from the designated technology administrator at the employee’s 
worksite is shared at the employee’s own risk. 
 
3. Employees will only log in to district Google products and services using their 
assigned district Google log-in information, which will be different from their regular district 
log-in information; employees will not log in to district Google products and/or services 
using any personal or non-assigned Google log-in information. 
 
4. Employees will not log in to district Google products and services using any personal 
computer or personal device that contains non-district Google products or services without 
express permission from the designated technology administrator at the employee’s 
worksite. 
 
5. When using district Google products and services, employees may be exposed to 
links to other Google applications that are not part of the G Suite core applications or sites.  
Those linked applications and sites are not required to be secure or confidential and may 
collect and share sensitive information, including student educational records, student 
covered information, or employee sensitive information.  Employees will not use links or 
access non-G Suite applications or sites and will immediately exit any linked applications or 
sites if accessed. 
 
6. Employees understand that their use of district EIR is subject to this policy and that 
its terms take precedence over anything to the contrary contained or represented in any 
Google documents or policies. 
 
7. Employees understand that email and documents created within district Google 
products and services are not maintained in or on district EIR, that they are stored within 
the architecture of the Google products and services and that the District has no control 
over the safety, security, or maintenance of the email and documents.  Email and 
documents pertaining to the business of the District, including student instructional material, 
may be public records and may be records that are required to be retained and employees 
shall not delete or discard public or other records that require retention by the District. 
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8. Employees who are designated as or otherwise become administrators of a Google 
network within the District shall make all privacy and other settings the most restrictive and 
protective of student information unless expressly authorized not to do so by an 
administrator at district cabinet level. 
 
9. Employees working with a district Google application shall not attempt to bypass or 
avoid the privacy settings of the application. 
 
DISCLAIMER 
 
The District makes no guarantees about the quality of the EIR provided and is not 
responsible for any claims, losses, damages, costs, or other obligations arising from 
employee use of district EIR.  Any charges an employee accrues due to personal use of 
district EIR are to be borne by the employee.  The District also denies any responsibility 
for the accuracy or quality of the information obtained through employee access. 
 
VIOLATION OF THIS POLICY 
 
Violation of this policy shall be promptly reported to management personnel.  
Management personnel shall then promptly report any violation of this policy to the 
Superintendent/designee. 
 
Employees who violate this policy are subject to discipline, up to and including 
termination, pursuant to the provisions of applicable laws governing employee discipline 
and applicable district policies, procedures, and collective bargaining agreements.  An 
employee’s use of district EIR may also be restricted, suspended, or revoked. 
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_____________ SCHOOL DISTRICT 

PARENT/GUARDIAN CONSENT AND 
STUDENT ACCEPTABLE USE POLICY AND AGREEMENT 

2017-2018 SCHOOL YEAR 
 
 
 
INTRODUCTION 
 
All statements and policies in this Consent and Student Acceptable Use Policy govern 
student use of district electronic information resources (“EIR”) including the internet, 
whether Student is accessing the internet via district technology or via personal 
electronic devices while on campus. 
 
Students should expect no privacy whatsoever in their files, e-mail, or in any use of the 
District’s EIR.  All student use of district EIR may be supervised and monitored; 
monitoring resources, including internet usage, can reveal all activities students engage 
in while using the District’s EIR.  Individuals or teams of teachers may set additional 
requirements for use in their classrooms. 
 
 
PLEASE READ THIS DOCUMENT CAREFULLY. 
By signing the Agreement and Consent accompanying this policy, parents and students 
agree to abide by and follow all rules and standards in this policy and consent to 
Student’s use of District’s EIR. 
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_____________ SCHOOL DISTRICT 
 
 
STUDENT ACCEPTABLE USE POLICY FOR COMPUTERS, ELECTRONIC 
DEVICES, NETWORK, AND OTHER ELECTRONIC INFORMATION RESOURCES 
 
The District recognizes that electronic information resources (“EIR”) can enhance 
productivity, facilitate student/teacher communication, and otherwise assist in providing 
quality educational programs.  Use of the District’s EIR, including the internet, is a 
privilege, not a right.  The privilege of using EIR provided by the District is not 
transferable or extendible by Student to people or groups outside the District and all 
privileges terminate when a Student is no longer enrolled in the District.  This policy is 
provided to make all users aware of the responsibilities associated with efficient, ethical, 
and lawful use of District EIR. 
 
If Student violates any term or condition in this policy, privileges may be terminated, 
access to district EIR may be denied, and Student will be subject to appropriate 
disciplinary action up to and including suspension and/or expulsion.  When applicable, 
law enforcement agencies may become involved. 
 
DEFINITIONS 
 
The term “EIR” includes district computers, electronic devices, the software found on 
district computers and devices, and the District’s electronic network. 
 
The term “computer” means any computer, including a desktop, laptop, or notebook, 
whether or not the computer is equipped with a modem or communication peripheral 
capable of digital connection. 
 
The term “district computer” means any computer owned, leased, or rented by the 
District, whether purchased with general district revenue or using funds from a grant 
approved by or awarded to the District, or a computer borrowed by or donated to the 
District from another agency, company, or entity. 
 
The term “electronic device” means any device, other than a computer, capable of 
transmitting, receiving, or storing digital media, whether or not the electronic device is 
portable and whether or not the electronic device is equipped with a modem or 
other communication peripheral capable of digital connection.  Electronic devices 
include but are not limited to telephones, cellphones, including “smartphones,” radios, 
pagers, digital cameras, personal digital assistants, portable storage devices, including 
but not limited to thumb drives and zip drives, portable media devices, including but not 
limited to iPods, iPads, other tablets or eReaders (e.g., Nook, Kindle, etc.), and MP3 
players, optical storage media such as compact discs (CDs) and digital versatile 
discs (DVDs), printers and copiers, fax machines and scanners, and portable texting 
devices. 
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The term “district electronic device” means any device owned, leased, or rented by the 
District, whether purchased with general district revenue or using funds from a grant 
approved by or awarded to the District, or a device borrowed by or donated to the 
District from another agency, company, or entity. 
 
The term “district electronic network” means the District’s local area district-wide 
network and internet systems, whether hardwired or wireless, including software, email 
and voicemail systems, remote sites, and/or VPN connections. 
 
The terms “personal computer” and “personal electronic device” mean computers 
and/or devices as defined in this policy that are not district computers or electronic 
devices, typically computers and/or devices owned by individuals including 
students and visitors, and include without limitation personal cell or “smartphones,” 
iPads, etc. 
 
In consideration for being provided with access to the EIR for use while a student of the 
District, Student and parents hereby agree as follows: 
 
OWNERSHIP 
 
District EIR is district property provided to meet district needs and does not belong to 
students.  Use of district EIR is a privilege which the District may revoke or restrict at 
any time without prior notice to the Student. 
 
All district computers and district electronic devices are registered to the District and 
may be assigned to Student for classroom use.  All software on district computers and 
district electronic devices is registered to the District and not to Student, except as may 
be otherwise provided in this policy.  Student shall not remove a district computer or 
district electronic device from district property without the prior, express authorization of 
Student’s teacher. 
 
NO STUDENT PRIVACY 
 
Students have no privacy whatsoever in their personal or school-related use of district 
EIR, or to any communications or other information contained in district EIR or that may 
pass through District EIR.  With or without cause and with or without notice to the 
Student, the District retains the right to remotely monitor, physically inspect, or examine 
district computers, electronic devices, network, or other EIR, and any communication or 
information stored on or passing through district EIR, including but not limited to 
software, data and image files, internet use, emails, text messages, and voicemail. 
 
All records resulting from student use of district EIR, including in chatrooms, messaging 
systems, on social media, or email sent or received via any District email system, 
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including email of a personal nature, may be captured and retained for a period of time 
determined by the District to be appropriate.  Deletion of student communications from 
individual computers and electronic devices will not delete captured and retained 
student communications. 
 
District EIR will be inspected for software and/or virus-like programming, including 
commercial software applications (“Apps”) that harvest, collect, or compromise data or 
information resources.  Any computer or electronic device containing those elements 
may be disconnected, blocked, or otherwise isolated at any time and without notice in 
order to protect District EIR.  
 
The District may also block personal computers and/or electronic devices that Student 
may connect, with or without proper authorization, to district EIR.  Due to the 
commonplace presence of such software and Apps on personal computers and/or 
devices, their connection to district EIR without prior authorization is discouraged. 
 
When Student leaves the District, school administration shall be given access to and the 
authority to dispose of, or retain as required by law, any and all student electronic 
records, including Student’s computer files, email, voicemail, text messages, and any 
other electronic information stored in, on, or through district EIR.  Students leaving the 
District are permitted to retain copies of student-generated data and shall provide the 
District with any educational records from personal computers and devices, and 
students shall not delete those items from district EIR. 
 
STUDENT-GENERATED CONTENT 
 
Should Student desire to retain electronic copies of student-generated electronic 
content (e.g., papers, reports, or other materials created in electronic format), Student 
should make a request through the teacher who will facilitate obtaining the requested 
items.  Student-generated content not retained by a student may be deleted/destroyed 
following Student’s departure from the District, except items required under law to be 
retained by the District. 
 
PERSONAL USE 
 
Students shall use district EIR exclusively for purposes related to their education and as 
directed by their teachers.  District laptop computers and portable electronic devices 
which the District allows to be removed from campus shall be used solely by authorized 
students and not by family members or other unauthorized persons. 
 
Only where approved by Student’s teacher in advance may Student make even minimal 
personal use of district EIR.  Personal use of district EIR without prior authorization 
violates this policy, as does any use that results in any additional fee or charge to the 
District, interferes with the District’s normal business practices or Student’s educational 
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program, or results in an unauthorized disclosure of another student’s information.  As 
described in this policy, students have no privacy whatsoever in their personal use of 
district EIR. 
 
PASSWORD AND DEVICE PROTECTIONS 
 
To protect against unauthorized use of and/or access to district EIR and student 
electronic records, all district computers and electronic devices removed from district 
property that can be password protected must be password protected, even if a 
computer or electronic device is assigned to a single student for his or her sole use. 
 
All personal computers or personal devices containing any student records, or that can 
be connected to the district network including district email, must be password protected 
if they can be password protected.  Any screensaver that can be password protected 
must be password protected in addition to any network login requirement. 
 
Students’ school passwords should be different from personal passwords.  Whether or 
not password protection is technologically feasible, the student to whom the computer 
or electronic device is assigned shall be responsible for physically protecting it against 
unauthorized use and unauthorized access to district EIR. 
 
SOFTWARE AND ELECTRONIC DEVICES 
 
Software, computers, and electronic devices must meet specific standards to protect the 
District’s network and other EIR.  In addition, violations of software copyright law have 
the potential of costing the District millions of dollars. 
 
Computers, cellphones, notebooks, tablets, and similar devices, are capable of 
downloading, storing, and using various software, including Apps from both district-
approved and non-approved providers.  Some Apps are known to collect data from 
devices onto which they are loaded and from other devices to which the device is 
connected.  That collection and any dissemination of collected data, including student 
records stored on district EIR, is a threat to the confidentiality of electronic records and 
a breach of information security.  For this reason, students shall not download non-
approved Apps onto district computers or devices. 
 
The superintendent/designee is authorized to approve student requests for installation 
of non-district software, subject to the following limitations: 
 
• Software not related to the mission of the District shall not be installed. 
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• No software shall be installed without written proof of licensing, which shall be 
retained by the designated technology administrator.  Multiple installations of the 
same license number will be assumed to violate copyright unless a multiple 
license provision can be demonstrated. 

 
Approval shall be limited as follows: 
 
• The District has the right to remove the software at any time and for any reason 

without prior notice to Student. 
 
• The District has no obligation to return the software to Student. 
 
• If Student is assigned to a different computer or electronic device, the District has 

no obligation to install the software on that equipment. 
 
Students who have been authorized to download and install software shall adhere to 
copyrights, trademarks, licenses, and any contractual agreements applicable to the 
software, including provisions prohibiting the duplication of material without proper 
authorization and/or inclusion of copyright notices in any use of the material. 
 
FILTERS AND OTHER INTERNET PROTECTION MEASURES 
 
To ensure that use of the District’s network is consistent with the District’s mission, 
the District uses content and/or bandwidth software to prevent access to 
pornographic and other websites that are inconsistent with the mission and values 
of the District.  No Student shall bypass or evade, or attempt to bypass or evade, 
the District’s filter system.  This prohibition includes the use of personal computers, 
devices, or internet connections to access inappropriate content while in a district 
facility. 
 
OTHER UNACCEPTABLE USES 
 
In addition to other provisions of this policy, students using district EIR shall be 
responsible for using them only in compliance with the following requirements, unless a 
teacher gives prior express permission: 
 
1. Student shall use only his or her assigned account or password to access district 
computers, electronic devices, and network.  No student shall permit the use of his or 
her assigned account or password, or use another person’s assigned account or 
password, without prior authorization of Student’s teacher.  Student shall not access a 
personal account (e.g., social media, email, text, or other messaging systems) using 
district EIR. 
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2. Students are prohibited from using district EIR for knowingly transmitting, 
receiving, or storing any oral or written communication that is obscene, threatening, or 
disruptive, or that reasonably could be construed as discrimination, harassment, 
bullying, or disparagement of others based on actual or perceived characteristics of 
race, ethnicity, religion, color, national origin, nationality, ancestry, ethnic group 
identification, physical disability, mental disability, medical condition, marital status, sex, 
age, sexual orientation, gender, gender identity, gender expression, genetic information 
(or association with a person or group with one or more of these actual or perceived 
characteristics).  This prohibition applies to written and oral communication of any kind, 
including music and images. 
 
3. Students are prohibited from using district EIR for knowingly accessing, 
transmitting, receiving, or storing any image file that depicts actual or simulated torture, 
bondage, or physical abuse of any human being or other creature, or that is sexually 
explicit or pornographic. 
 
4. Students shall not knowingly store, transmit, or download copyrighted material on 
district EIR without permission of the copyright holder.  Students shall only download 
copyrighted material in accordance with applicable copyright laws. 
 
5. Students are prohibited from knowingly using EIR to intentionally access 
information intended to be private or restricted; change data created or owned by 
another user or any other agency, company, or network; make unauthorized changes to 
the appearance or operational characteristics of the District’s system; load, upload, 
download, or create a computer virus; alter the file of any other user or entity; or 
remove, change, or add a password, alter system settings, preloaded software settings, 
firmware, and hardware without prior approval of Student’s teacher. 
 
6. A student creating a security breach or unauthorized disclosure of protected 
student information, whether using a personal computer or device or district EIR, will be 
subject to disciplinary action. 
 
7. Students are prohibited from remotely accessing the district electronic network 
without prior express approval. 
 
8. Students are prohibited from uploading to a non-district server any file contained 
in district EIR, whether the file is school related or personal, without prior approval of 
Student’s teacher.  This prohibition is not intended to prevent uploads or file copying for 
appropriate school-related purposes. 
 
9. Students also are prohibited from using district EIR for the following: 
 
• Personal financial gain 
• Commercial advertising 
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• Political activity as defined in Education Code Sections 7050-7058 
• Religious advocacy 
• Promoting charitable organizations without prior authorization 
• Communicating in someone else’s name 
• Attempting to breach network security 
• Creating, sending, or receiving materials that are inconsistent with the mission 

and values of the District 
• Mass distribution of email to a school site without prior approval of the site 

administrator 
• Mass distribution of email to the District without approval of the 

superintendent/designee 
• Any activity prohibited by law, board policy, administrative regulation, or the rules 

of conduct described in the Education Code 
 
APPROPRIATE USE OF PERSONAL COMPUTERS AND DEVICES 
 
This policy also applies to a student’s personal computer or electronic device being 
used with or connected to the District’s EIR, and also applies to the use of personal 
computers and devices while they are physically located on district property. 
 
While use of personal computers and other personal devices for student educational 
purposes is permitted, it is also discouraged to maximize the safety and security of 
student records.  For example, use of a student’s personal email account or social 
media to send or receive communications or documents related to the District’s 
educational program could result in the personal email or social media account 
containing records potentially deemed to be confidential student information, the 
unauthorized disclosure of which violates the law. 
 
Any student authorized to use a personal computer or electronic device on campus, or 
authorized to connect any device to district EIR, shall be responsible for physically 
protecting it against unauthorized use. 
 
Because personal computers and devices are capable of downloading, storing, and 
using various software, including Apps from both district-approved and non-approved 
providers, and because personal computers and devices commonly contain Apps 
known to collect data from devices onto which they are loaded, and from other devices 
to which the device is connected, use of personal computers and devices in connection 
with Student’s educational program or while connected to district EIR is discouraged, as 
that use may be a threat to the confidentiality of student electronic records stored both 
on district EIR and on the personal computers and devices used with and/or connected 
to district EIR.  This may constitute a breach of information security.  For this reason, 
students are discouraged from downloading non-approved Apps onto personal 
computers and devices that may be used in connection with district EIR.  Students are 
responsible to ensure that no student electronic records are compromised and that no 
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confidential information is inappropriately disclosed or breached by Student’s use of 
personal computers or devices. 
 
Superintendent/designee may authorize student use of personal computers or devices 
while physically located on or in district property or sites as long as that use does not 
violate this policy and does not result in any additional fee or charge to the District. 
 
NOTICE TO PARENTS/GUARDIANS AND STUDENTS REGARDING USE OF 
GOOGLE AND OTHER THIRD-PARTY “CLOUD” PRODUCTS AND SERVICES 
 
The District has elected to use a variety of outside vendors who provide websites, web-
based software, and other services which may include mobile Apps, all of which are 
referred to as “cloud” services.  The District is using various cloud products and 
services, including Google products and services, for both internal purposes and 
instructional use with students.  As providers of those products or services, these 
vendors are acting as school officials under contract for the required services.  Student 
records may properly be shared with school officials, including district employees and 
others who have a legitimate educational or other legally authorized purpose and who 
may need student records to perform the tasks for which they are employed or 
contracted. 
 
Outside vendors who may have access to particular records have a formal written 
contract with the District to provide defined services or functions outsourced by the 
District, and may include consultants, insurance carriers, claims adjusters, accountants, 
attorneys, investigators, or others, including third party cloud vendors and service 
providers of online educational software and/or services that are part of the District’s 
educational program, or who manage certain data stored in a secure cloud computing 
or web-based system for the District (e.g., Google is a third party vendor/school official). 
 
Written contracts for third party cloud providers include significant privacy requirements 
intended to protect student information from unauthorized disclosures and uses.  While 
the District endeavors to protect student information, the use of internet connections 
and the presence of links in online products and services, the ease in accessing other 
websites and services without such protections, the potential presence of unapproved 
Apps on computers and devices, and the ability of students, and others with lawful 
access to inappropriately use or share student information outside the District’s control 
will always be present.  The District makes no guarantee that student information will 
not or cannot be inappropriately shared or used.  For confidentiality purposes, student 
information includes both personally “identifiable information” and “covered information.”  
Both personally identifiable and covered information are routinely disclosed to school 
officials in the course of initiating and using cloud services. 
 
• “Personally identifiable information” includes, but is not limited to a student’s 

name, the name of the student’s parent or other family members, the student’s 
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address, a personal identifier (such as the student’s social security number), 
student number or biometric record, indirect identifiers (such as the student’s 
date of birth, place of birth, and mother’s maiden name), other information that 
alone or in combination is linked or linkable to a specific student that would allow 
a reasonable person in the school community, who does not have personal 
knowledge of the relevant circumstances, to identify the student with reasonable 
certainty; or information requested by a person who the agency reasonably 
believes knows the identity of the student to whom the education record relates. 

 
• “Covered information” includes personally identifiable information or materials in 

any media or format that is created or provided by a student, or the student’s 
parent or legal guardian, or is created or provided by a student or agent of the 
District, or which is descriptive of a student or otherwise identifies a student, 
including educational records or emails, first and last name, home address, 
telephone number, email address, or other information that allows physical or 
online contact, discipline records, test results, special education data, juvenile 
dependency records, grades, evaluations, criminal records, medical records, 
health records, social security number, biometric information, disabilities, 
socioeconomic information, food purchases, political affiliations, religious 
information, text messages, documents, student identifiers, search activity, 
photos, voice recordings, or geolocation information. 

 
Students should make themselves aware of the presence or absence of student 
information in their use of third party products and services.  Any communication 
containing student information made with persons inside or outside the District, 
including via email or via any third party application for sharing information, should be 
made only with persons legally entitled to receive the student information without 
violating rules against unauthorized disclosure.  A student’s own information that is 
shared by the Student with anyone outside the District without express permission from 
Student’s teacher is shared at the Student’s own risk.  In connection with the use of 
District-provided cloud services: 
 
1. Students will only log in to district third party products and services using their 
assigned district third party log-in information, which will be different from their regular 
district log-in information, and will not log in to district third party products and/or 
services using any personal or non-assigned log in information. 
 
2. Students will not log in to district third party products and services using any 
personal computer or personal device that contains non-district third party products or 
services without express permission from the designated technology administrator at 
the student’s school. 
 
3. When using district third party products and services, students may be exposed 
to links to other third party applications not part of the contracted applications or sites.  
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Those linked applications and sites are not under contract, not required to be secure or 
confidential, and may collect and share sensitive information including student 
educational records, student covered information, or student personally identifiable 
information.  Students will not use those links or access non-third party applications or 
sites and will immediately exit any linked applications or sites if accessed. 
 
4. Students understand that their use of district EIR is subject to this policy and that 
its terms take precedence over anything to the contrary contained or represented in any 
third party documents or policies. 
 
5. Students understand that email and documents created within district third party 
products and services are not maintained in or on the district EIR and are stored within 
the architecture of the third party products and services and that the District has no 
control over the safety, security, or maintenance of the email and documents.  Students 
desiring to correct information or obtain copies of student generated content should first 
make a request through their teacher. 
 
6. Email and documents pertaining to the business of the District, including student 
instructional material, may be public records and may be records that are required to be 
retained by the District.  Student shall not delete or discard public or other records that 
require retention by the District. 
 
7. Students who are designated as or otherwise become administrators of a third 
party network within the District, or who are permitted to set privacy levels on their 
district account, shall make all privacy and other settings the most restrictive and 
protective of student information unless expressly authorized not to do so by their 
teacher. 
 
8. Students working with a district third party application shall not attempt to bypass 
or avoid the privacy settings of the third party application. 
 
9. Students shall not share student information of other students outside the District 
or third party network system without express authorization of Student’s teacher. 
 
In signing this Agreement, parents/guardians are expressly acknowledging the risks of 
cloud and other technology use and giving their consent to their student’s use of district 
EIR, knowing some student information may disclosed. 
 
DISCLAIMER 
 
The District makes no guarantees about the quality of the EIR provided and is not 
responsible for any claims, losses, damages, costs, or other obligations arising from 
Student’s use of the resources.  Any charges Student accrues due to personal use of 
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district EIR are to be borne by the Student.  The District also denies any responsibility 
for the accuracy or quality of the information obtained through student access. 
 
VIOLATION OF THIS POLICY 
 
Violation of this policy shall be promptly reported to a teacher who will then promptly 
report the violation to the superintendent/designee. 
 
Students who violate this policy are subject to discipline, including suspension or 
expulsion, pursuant to the provisions of applicable laws governing student discipline and 
applicable district policies, procedures, and collective bargaining agreements.  Student’s 
use of district EIR may also be restricted, suspended, or revoked. 
 
WILLFUL DAMAGE 
 
Students/parents are responsible for full payment for damages to or loss of district 
technology resources, including internet connections. 
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_____________ SCHOOL DISTRICT 
 
 
 
 
 
 
As a student, I have read and understand my responsibilities and agree to follow all 
rules outlined in the Acceptable Use Policy. 
 
Student Name (Please Print): __________________________________ 
 
Student Signature: ___________________________________________ 
 
Date: _______________ 
 
 

********** 
 
 
As a parent/guardian, I have read the Acceptable Use Policy, understand the risks of, 
and give my express consent for my child’s participation in the District’s technology 
enhanced classrooms, including use of the internet and third party participation via data 
storage and/or students’ use of online education products and services. 
 
As a parent/guardian, I understand that I may “opt out” of allowing my student to use 
district EIR at school by checking the box below. 
 

 
 
 
 
 
 

 
 
Parent Name (Please Print): ___________________________________ 
 
Parent Signature: ____________________________________________ 
 
Date: ______________ 
 
 

 

By checking this box I choose to “opt out” and 
understand that my child will not be able to use 
district EIR at school but will still be responsible 
for meeting all course requirements. 
 

 

AGREEMENT AND CONSENT 
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WEB ACCESS 
BRET HOLTHE, FRUITVALE SCHOOL DISTRICT 

 
 For over a year educational agencies around the country have been dealing with 
complaints from the Office for Civil Rights (OCR) about website accessibility to individuals with 
limitations (e.g., mobility, vision, hearing).  Fruitvale School District received a complaint and 
has been dealing with OCR for many months.  Bret will be sharing Fruitvale’s experiences with 
OCR approvals, Resolution Agreement (RA) requirements, and perhaps copies of approved 
matters to share with attendees. 
 
 The more steps districts take now the less likely OCR is to come knocking or to demand 
an RA up front.  Having said that, OCR seems to be reacting to that lady back east who files 
hundreds of complaints with them and they can’t/won’t ignore her.  At least a district with a 
new OCR matter could show pre-movement and the lack of need for an RA, with OCR perhaps 
just monitoring their progress. 
 
 A recent case found the Federal Trade Commission (FTC), which is charged with 
enforcement of the website access rights of these persons with limitations, but as to 
commercial websites and not educational, was premature and was dismissed.  The dismissal 
was based on FTC’s failure to adopt final accessibility standards making it unfair to judge 
commercial businesses on accessibility standards that were not in formally adopted rules and 
regulations.  The same arguments could be made by an educational agency as to OCR, if the 
agency wants to enter into litigation with OCR. 
 
A. Timeline of Fruitvale’s Experience with OCR: 
 

Fruitvale new Web Hosting Provider, October 2016 
First letter from OCR letting Fruitvale know a complaint was filed by a third party, 
January 2017 
Second letter from OCR (outlining complaint), February 2017 
Resolution Agreement with OCR (steps Fruitvale MUST take to resolve the complaint) 
April 2017 or determine to fight OCR 

 
B. Finding an OCR Complaint Auditor: 
 
 Siteimprove, WebAim (two we found) 
 

What they need to provide: 
 
Automated site checking software (will need during entire resolution agreement 24 
months) 
Bona fides person on staff 
Training 
Manual site tester 
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 Other automated checking software Fruitvale looked at Monsido (no training, bona 
fides, or manual site tester person on staff) 
 
 Estimated cost over two years = $13,000. 
 
C. Resolution Agreement Steps: 
 

ADA notice to go onto the public website 
Assign District Webmaster and decide who at sites will post content 
Training (all content providers) 
Documentation that training occurred 
Auditor selection sent to OCR for approval 
Start automated site checker, start working on errors, district as well as WEB provider 
Proof that the district has retained auditor - send to OCR 
Create and send to Plan for New Content to OCR 
Adopt and fully implement the Plan for New Content 
Submit BP 1113 and AR 1113 (available on GAMUT if needed) and procedures they 
adopted, as evidence, and describe distribution and implementation 
Manual Audit Report of the URLs contained in the Services Agreement 
Create and send Corrective Action Plan to OCR 
Adopt and implement the Plan after OCR approval 
Submit adopted Plan along with proof that the Plan is being implemented to OCR. 
Submit a report on their progress every 6 months to OCR until end of Agreement - 
approximately 18 months. 

 
D. Suggestions: 
 

Assign Webmaster and site content providers 
Place ADA notice on website 
Run site through free checkers (wave.aim.org, try.powermapper.com, achecker.com) 
Talk to current web vendor on where they are with regard to ADA compliance (Alt Tags 
on pics, navigation keyboard only, colors, etc.) and errors found while running free 
checker 
Consider automated checker purchase 
Create Plan for New Content 


	50 G Bus AUPs 1.pdf
	II. NEW COMPONENTS
	A. Updated Definitions
	B. Password and Device Protections
	C. Unacceptable Uses
	F. Use of Cloud Products and Services, Including Google
	III. OTHER IMPORTANT COMPONENTS
	A. No Employee Privacy
	B. Personal Use

	51 G Bus AUP Dist 2.pdf
	_____________ SCHOOL DISTRICT
	PERSONNEL
	DEFINITIONS
	OWNERSHIP
	NO EMPLOYEE PRIVACY
	PERSONAL USE
	PASSWORD AND DEVICE PROTECTIONS
	SOFTWARE AND ELECTRONIC DEVICES
	FILTERS AND OTHER INTERNET PROTECTION MEASURES
	OTHER UNACCEPTABLE USES
	APPROPRIATE USE OF PERSONAL COMPUTERS AND DEVICES, PUBLIC RECORDS, AND COLLECTION OF DISTRICT ELECTRONIC RECORDS
	NOTICE REGARDING USE OF GOOGLE AND OTHER
	THIRD PARTY “CLOUD” PRODUCTS AND SERVICES
	1. The District has elected to use a variety of outside vendors who provide websites, web-based software, and other services which may include mobile Apps, all of which are referred to as “cloud” services.  The District is using various cloud products...
	Outside vendors who may have access to particular records have a formal written contract with the District to provide defined services or functions outsourced by the District, and may include consultants, insurance carriers, claims adjusters, accounta...
	Written contracts for third party cloud providers include significant privacy requirements intended to protect student information from unauthorized disclosures and uses.  While the District endeavors to protect student information, the use of interne...
	The District intends that no student information will be inappropriately shared or used.  For confidentiality purposes, student information includes both “personally identifiable information” and “covered information.”  Both personally identifiable an...
	2. Employees should make themselves aware of the presence or absence of student information in their use of Google products and services.  Any communication containing student information made with persons inside or outside the District, including via...
	DISCLAIMER
	VIOLATION OF THIS POLICY

	52 G Bus AUP Student 3.pdf
	DEFINITIONS
	OWNERSHIP
	PERSONAL USE
	PASSWORD AND DEVICE PROTECTIONS
	SOFTWARE AND ELECTRONIC DEVICES
	FILTERS AND OTHER INTERNET PROTECTION MEASURES
	OTHER UNACCEPTABLE USES
	APPROPRIATE USE OF PERSONAL COMPUTERS AND DEVICES
	NOTICE TO PARENTS/GUARDIANS AND STUDENTS REGARDING USE OF GOOGLE AND OTHER THIRD-PARTY “CLOUD” PRODUCTS AND SERVICES
	Written contracts for third party cloud providers include significant privacy requirements intended to protect student information from unauthorized disclosures and uses.  While the District endeavors to protect student information, the use of interne...
	Students should make themselves aware of the presence or absence of student information in their use of third party products and services.  Any communication containing student information made with persons inside or outside the District, including vi...
	1. Students will only log in to district third party products and services using their assigned district third party log-in information, which will be different from their regular district log-in information, and will not log in to district third part...
	2. Students will not log in to district third party products and services using any personal computer or personal device that contains non-district third party products or services without express permission from the designated technology administrato...
	3. When using district third party products and services, students may be exposed to links to other third party applications not part of the contracted applications or sites.  Those linked applications and sites are not under contract, not required to...
	4. Students understand that their use of district EIR is subject to this policy and that its terms take precedence over anything to the contrary contained or represented in any third party documents or policies.
	5. Students understand that email and documents created within district third party products and services are not maintained in or on the district EIR and are stored within the architecture of the third party products and services and that the Distric...
	6. Email and documents pertaining to the business of the District, including student instructional material, may be public records and may be records that are required to be retained by the District.  Student shall not delete or discard public or othe...
	7. Students who are designated as or otherwise become administrators of a third party network within the District, or who are permitted to set privacy levels on their district account, shall make all privacy and other settings the most restrictive and...
	8. Students working with a district third party application shall not attempt to bypass or avoid the privacy settings of the third party application.
	9. Students shall not share student information of other students outside the District or third party network system without express authorization of Student’s teacher.
	In signing this Agreement, parents/guardians are expressly acknowledging the risks of cloud and other technology use and giving their consent to their student’s use of district EIR, knowing some student information may disclosed.
	DISCLAIMER
	VIOLATION OF THIS POLICY




